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News | Brandon Hill  on Apr 21st, 2004 8:18 AM from Anandtech Forums 

 

 Core Internet technology found vulnerable  

It appears that there is a  "leak" in the TCP  which could affect all networked computers: 
 
The flaw affecting the Internet's "transmission control protocol," or TCP, was discovered late last year by a 
computer researcher in Milwaukee. Paul Watson said he identified a method to reliably trick personal computers 
and routers into shutting down electronic conversations by resetting the machines remotely. 

 
Experts previously said such attacks could take between four years and 142 years to succeed because they 
require guessing a rotating number from roughly 4 billion possible combinations. Watson said he can guess the 
proper number with as few as four attempts, which can be accomplished within seconds. 

 
Routers continually exchange important updates about the most efficient traffic routes between large networks. 
Continued successful attacks against routers can cause them to go into a standby mode, known as 
"dampening," that can persist for hours.  
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join the AnandTech forums by clicking here . 

Username:   

Password:   

Remember login information   

Comment 

  

     

gfedc

Post Comment

Page 1 of 2AnandTech: Core Internet technology found vulnerable

4/27/2004file://C:\Documents%20and%20Settings\twatson\Desktop\news\AnandTech%20Core%20I...



 

 

 

 

 Sponsored Links (Get Listed)  

Does your company copy software illegally?  
Illegal copying is software piracy and it?s against the law. Report Software Piracy Today.

 
WAPT - Web Application Load and Stress Testing  
WAPT is a load and stress testing tool for web sites and intranet applications with web interface. 
Accurate load simulation, run-time test data generation, recording and playback of secure HTTPS 
requests, clear graphs and reports, and more.  

 
100pk 4.7 Dvd-R $0.44 Each,Dvd-R 4x $0.62 Each  
Shop4tech offers great pricing and selection on all DVD media. For limited time only, "Purchase 
$75 or more of DVD media and get 5 bonus pack DVD-RW or DVD-RW discs". 

 
Free Tech Newsletter  
Daily -news, research, and analyst coverage of enterprise software. 

 
Get Proactive! RemotelyAnywhere 5.2  
Rather than wait for downtime, use RemotelyAnywhere to monitor your systems, get alerts and 
resolve issues remotely, all without interrupting the user session. Call for a full network trial. Easy 
to deploy with free RA Network Console. 
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