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NEW YORK, April 22, 2004 .
D e Larry Maaid: PC Answer

= EREE VIDED (CBS/AP) The researcher who found a
{HED Internet Prepared

serious security flaw in a core Internet [Nk —

technology says the global computer PC Perils

network is prepared for possible

exploits.

Paul Watson, who will detail his
discovery Thursday at a computer Facts on viruses and other computer
security conference in Vancouver, says  menaces, security tips and a

tens of thousands of internet security timeline of virus attacks.

experts have been working secretly for
months to correct the flaw.

- "The threat is mitigated," Watson told
(Photo: AP/HO) CBS News Correspondent Melissa
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The flaw, disclosed Tuesday by the
British government, affects the
underlying technology for nearly all
Internet traffic. Left unaddressed, they
i said, it could allow hackers to knock
Roger Cumming, . .
Britain's National Infrastructure computers O_fﬂlne and br_oadly disrupt
Security Coordination Centre vital traffic-directing devices, called = INTERACTIVE

"Exploitation of this
vulnerability could have
affected the glue that holds
the Internet together.”

Tips to stamp out spam, state-by-

state laws and a look at the 10 most infc
common unwanted e-mails.

- www
routers, t_hat coordinate the flow of data The Download fe.0
among distant groups of computers. . .
"Exploitation of this vulnerability could
have affected the glue that holds the
Internet together," said Roger ) .
Cumming, director for England's MP3 lawsuits, pay services vs. free
National Infrastructure Security fswappers and a history of music
] . ormats.
Coordination Centre.
c " - P ':]': Watson, 36, said he identified a = MLILTIMEDLA
omputer security researcher Fau method to reliably trick personal - :
Watson says months of secret work computers and rgluters ipnto shutting [_]Video
by Internet experts around the down electronic conversations b Researcher Paul Watson tells
world have mitigated the serious tting th hi tel y CBS News Correspondent
flaw he discovered in a core resetung the machines remotely. Melissa McDermott that months
technology. (Photo: CBS) . of secret work on the flaw he
Routers continually exchange discovered has lessened the Publi
important updates about the most threat of a serious Internet b
efficient traffic routes between large networks. Continued successful attacks outage.
against routers can cause them to go into a stand-by mode, known as
"dampening,” that can persist for hours.
. L {E} Story
Experts previously maintained such attacks could take between four years )
and 142 years to succeed because they require guessing a rotating number Secret Efforts To Right Web Flaw
from roughly 4 billion possible combinations. Watson said he can guess the {E} Story
proper number with as few as four attempts, which can be accomplished "High Alert' For New Internet
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within seconds. Worm
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The biggest concern is (the effect on routers) because of the risk of bringing
down the Internet or severely disrupting traffic on the Internet,” Watson said. Again
Already in recent weeks, some U.S. government agencies and companies

operating the most important digital pipelines have quietly fortified their own

vulnerable systems because of early warnings communicated by some

security organizations. The White House has expressed concerns especially

about risks to crucial Internet routers, since attacks against them could

profoundly disrupt online traffic.

"Any flaw to a fundamental protocol would raise significant concern and
require significant attention by the folks who run the major infrastructures of
the Internet," said Amit Yoran, the U.S. government's cybersecurity chief.
The new flaw has dominated discussions since last week among experts in
close-knit security circles.

Watson, who runs the http://www.terrorist.net/ Web site, predicted that
hackers will understand how to begin launching attacks "within five minutes of
walking out of that meeting."

"It's fairly easy to implement,” Watson said. "Someone walking out of the
conference would immediately understand. No matter how vague | am, people
will figure it out.

"Whether | reveal it or someone else reveals it, eventually people are going to
find out. I've had the research for about a year now, and I've been working
with a lot of agencies around the world.. to get the information out to the
people who needed to know it, who could actually implement the fixes."

©MMIV, CBS Broadcasting Inc. All Rights Reserved. This material may not be
published, broadcast, rewritten, or redistributed. The Associated Press contributed to
this report.
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