
  

This topic only April 22, 2004 

Line56 Home 
Email Newsletters 
 

 
Topic Centers 
e-Business News 
Ecosystem Stories 
e-Biz In Action 
Viewpoints 
 

 
Company Profiles 
Research Reports 
Research Library 
E-Business Top56 
Magazine Archives 
 

 
Events Calendar 
 

   
 

 
 

 
About Line56 
How to Advertise 
Getting Covered 
Site Map 
Contact Us 
 

 
DestinationKM 
Portals Magazine 
 

 
Logos link to 

company profiles 
 

 
 

 
 

 
 

More Enterprise 
Technology Profiles... 

 
All Company Profiles... 
 

by Jim Ericson, Line56  
Wednesday, April 21, 2004 

A pair of Internet security threats revealed overnight led to a decision by 
federal security officials to hold a press conference today. The U.S. 
Department of Homeland Security (DHS) and its Computer Emergency 
Readiness Team (CERT) said the purpose of the unusual meeting was to 
properly inform the IT community of the risk and to assure the public that 
whole parts of the Internet are not at risk to shutting down as some early 
reports speculated. 

The threats are serious however, and apply to router vulnerabilities in public 
sector and private networks. The first weakness applies to applications 
using the TCP Internet protocol and affects router systems of any kind; the 
second refers to a weakness in the border gateway protocol (BGP) of Cisco 
Systems' Internetwork Operating System (IOS) SNMP Service.  

"The TCP vulnerability can interrupt services on the router or other TCP 
devices," said Shawn Hernan an expert with CERT. "SNMP vulnerability can 
actually crash the router, [but] in most cases the router will automatically 
reload in response to a SNMP attack." It appears to be coincidental that 
both vulnerabilities were announced at the same time.  

Officials say they have yet to see any attempt by hackers to exploit the 
weaknesses, but allowed that the scale of the problem is large. The BGP 
problem affects a wide variety of Cisco routers and switches, and someone 
"with modest skills" can attack the vulnerability and crash the router, 
Hernan says. Also the number of workarounds used by network 
administrators mean some critical services for security may have been 
turned off. They warned that best practices alone may not be sufficient to 
ward off the threat.  

DHS and CERT spokesmen praised Cisco, which discovered the problem, for 
proactively informing CERT and addressing the vulnerability. Cisco has 
posted security updates and patches on its website. CERT has issued its own technical alert
the problem.  
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Sponsor Spot: 
Love it or hate it, outsourcing isn’t going away. Is your company prepared? Join CoCreate 
Software and Microsoft for a FREE webcast: "Managing the Complexities of Outsourced 
Product Design".  
===>Wednesday, May 5th at 8:00a.m. PDT. Register today  
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SPONSORED LINKS: 
Oracle Application Server 10g can help with all your integration challenges. Click here. 
SAP Global Trade Services Webcast: Automate your trade processes Click here. 
Interested in having a link to your website here? Click Here!  
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