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CERT Warns of Internet Vulnerability () Reader Co

Dept. of Homeland Security calls news conference to spread
the word on threats via TCP and Cisco router protocol

by Jim Ericson. Line56
Wednesday, April 21, 2004

A pair of Internet security threats revealed overnight led to a decision by
federal security officials to hold a press conference today. The U.S.
Department of Homeland Security (DHS) and its Computer Emergency
Readiness Team (CERT) said the purpose of the unusual meeting was to
properly inform the IT community of the risk and to assure the public that
whole parts of the Internet are not at risk to shutting down as some early
reports speculated.

The threats are serious however, and apply to router vulnerabilities in public
sector and private networks. The first weakness applies to applications
using the TCP Internet protocol and affects router systems of any kind; the
second refers to a weakness in the border gateway protocol (BGP) of Cisco
Systems' Internetwork Operating System (10S) SNMP Service.
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"The TCP vulnerability can interrupt services on the router or other TCP
devices," said Shawn Hernan an expert with CERT. "SNMP vulnerability can
actually crash the router, [but] in most cases the router will automatically
reload in response to a SNMP attack.” It appears to be coincidental that
both vulnerabilities were announced at the same time.

Officials say they have yet to see any attempt by hackers to exploit the
weaknesses, but allowed that the scale of the problem is large. The BGP
problem affects a wide variety of Cisco routers and switches, and someone
"with modest skills" can attack the vulnerability and crash the router,
Hernan says. Also the number of workarounds used by network
administrators mean some critical services for security may have been
turned off. They warned that best practices alone may not be sufficient to
ward off the threat.

DHS and CERT spokesmen praised Cisco, which discovered the problem, for
proactively informing CERT and addressing the vulnerability. Cisco has
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posted security updates and patches on its website. CERT has issued its own technical

the problem.

4/27/2004



Line56.com: CERT Warns of Internet VVulnerability Page 2 of 2

(Z£) Comments? Questions? Email our Editors...

. " Sanjay Kumar Out at CA
. " UGS PLM Adds Module, Features

. " Siebel 7.7 Debuts
. " Standards for the Grid

. " Siebel Acquires Eontec

- More News... Line56 Home...

SPONSORED LINKS:

Oracle Application Server 10g can help with all your integration challenges. Click here.
SAP Global Trade Services Webcast: Automate your trade processes Click here.
Interested in having a link to your website here? Click Here!

Home | Get Line56's Portals Magazine | e-Business News | email Newsletters
e-Biz in Action | e-Business Ecosystem | Viewpoints | From Line56 Mag
Company Profiles | Research Reports | E-Business Top56 | Events Calendar
About Line56 | Advertise | Getting Covered | Report Problems | Contact Us

© 2000-2002, Line56.com. Use of this site indicates approval and acceptance of our Terms of Use and Pr

file://C:\Documents¥%20and%20Settings\twatson\Desktop\news\Line56 _com%20CERT%... 4/27/2004



