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UK government works with telcos in a secret attempt to
secure the internet from denial of service attacks

Telecoms companies and internet service providers worked with
the UK government in a race to secure the net before news of a
serious flaw that could allow hackers to disrupt global internet
communications became public last week.

Fourteen communications providers including BT, mobile phone
operators and top-tier ISPs worked for six weeks to secure
networks in the UK and overseas as part of an international effort
to protect the internet.

Business networks remain vulnerable to the problem, which allows
hackers to mount denial of service attacks by exploiting
weaknesses in the transmission control protocol. Microsoft
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The communications companies, part of a closed group dedicated
to sharing information on security problems, accelerated plans to Roll aver to find great I1

upgrade netwaork security following confidential warnings from a
UK government security agency.
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The National Infrastructure Security Co-ordination Centre, which is
responsible for co-ordinating the security of the UK's telecoms,
transport and communications infrastructure, also tipped off
officials in the US, Canada and the Far East.

ISPs and telcos worked with NISCC in a behind-the-scenes
operation with a further 150 network and IT equipment suppliers to
upgrade the operating systems of thousands of key network
routers using the secure MD5 authentication technology.

Mike Todd, programme director of information assurance at BT, D = Microsoft
said, "It has enabled us to significantly reduce the risk of the a4 . Get the evaluatiol
vulnerability before the flaw became public knowledge. I_rIJ ICB

"The worst-case scenario would be widespread disruption of TCP Advertis
sessions. It had the potential to allow selected or wholesale denial
of service attacks."
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Industry races to protect internet from critical flaws

Major communications firms had already begun a programme to
implement MD5 in critical routers, but others had been reluctant
because of concerns over cost and the impact on performance,
said Roger Cummings, director of the NISCC.

The centre learned in February that security researcher Paul
Watson planned to release details of the vulnerability and to
distribute code which would allow hackers to exploit the
vulnerability.

Officials tried to persuade Watson, who runs a website dedicated
to hacking, to postpone publication of a paper to allow telcos and
ISPs more time to fix their systems. But he declined, and said that
without a deadline, companies would be unlikely to take the
problem seriously.

"While 1 am very strongly in favour of responsible disclosure of
vulnerabilities, | also believe that the only way to motivate large
businesses is to provide them with the information along with a
timescale," he told Computer Weekly.

US accused of ignoring warnings

Security researcher Paul Watson has accused the US of ignoring
warnings on the TCP vulnerability.

Watson told Computer Weekly that he reported the problem to UK
government security agency NISCC after the US failed to act. He
said he originally alerted the US Computer Emergency Response
Team in November 2003, but took the matter to NISCC in February
after Cert failed to respond.
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