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A flaw in the most popular communications protocol for sending data 
on the Net could let attackers shut down connections between servers 
and routers, according to an advisory released Tuesday by Britain's 
national emergency response team.  

TCP--the Transmission Control Protocol--contains a flaw that "varies by 
vendor and application, but in some deployment scenarios...is rated critical," 
said the advisory, published by the United Kingdom's National Infrastructure 
Security Co-ordination Centre. Networking-hardware maker Juniper 
Networks has determined that its products are vulnerable. Cisco Systems, 
Hitachi, NEC, and others are studying the issue, according to the advisory.  

 
The vulnerability allows for what's known 
as a reset attack. Many network 
appliances and software programs rely 
on a continuous stream of data from a 
single source--called a session--and 
prematurely ending the session can 
cause a wide variety of problems for 
devices. Security researcher Paul 

Watson discovered a method that makes disrupting the data flow far easier 
than previously thought.  

The center's advisory is based on security research that Watson plans to 
present at the CanSecWest 2004 conference this week and apparently had 
been released a day early by the NISCC, according to the conference 
organizer. Watson, who runs a prohacking blog at Terrorist.net, could not be 
reached for comment.  

The issue of TCP -related reset attacks has surfaced before--discussions of 
the flaw on a mailing list for large-network operators dismissed the issue as 
old news--but they've previously been thought to require the attacker to 
guess the identifier of the next data packet in a session. The odds on that are 
about one in 4.3 billion. The NISCC advisory argues that Watson's research 
shows that any number in a certain window of values will work, making it 
much more likely that such an attack could succeed.  

The effect of resetting a connection varies depending on the application and 
how resistant the network software is to disruption, the advisory said.  

Under certain circumstances, an attack could significantly disrupt the network 
used by the basic devices of the Internet, known as routers, to map the most 
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efficient data path from one server to another. Known as the Border Gateway 
Protocol, or BGP, the method of passing routing information relies on long-
lived sessions, and disturbing those connections could cause "medium-term 
unavailability," the advisory said.  

The flaw could also affect the way special Internet servers, known as name 
servers, provide the numerical Internet address for a certain domain name, 
such as cnet.com. Attacks could also be used to disrupt e-commerce, by 
resetting the secure channels between a browser and a merchant's site.  
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